
Protecting Output Privacy in Stream Mining

Abstract

Privacy preservation in data mining demands protecting
both input and output privacy. The former refers to sanitizing
the raw data itself before performing mining. The latter refers
to preventing the mining output (model/pattern) from malicious
pattern-based inference attacks. The preservation of input pri-
vacy does not necessarily lead to that of output privacy.

This work studies the problem of protecting output privacy
in the context of frequent pattern mining on data streams. After
exposing the privacy breaches existing in current stream min-
ing systems, we proposeButterfly, a light-weighted counter-
measure that can effectively eliminate these breaches without
explicitly detecting them, meanwhile minimizing the loss of the
output accuracy. We further optimize the basic scheme by taking
account of two types of semantic constraints, aiming at maxi-
mally preserving utility-related semantics while maintaining the
hard privacy and accuracy guarantee. We conduct extensive ex-
periments over real-life datasets to show the effectiveness and
efficiency of our approach.

1 Introduction
Recent years have witnessed increasing concerns about in-

dividual privacy in numerous data mining and management ap-
plications. Individuals were usually unwilling to providetheir
personal information if they knew that the privacy of the data
could be compromised. A plethora of work has been done on
preserving theinput privacyfor static data [3, 7, 11, 16, 17],
which assumes untrusted mining service providers and enforces
privacy regulations by sanitizing the raw data before sending it
to the service providers. The mining algorithms are performed
over the sanitized data. This scenario is shown as the first four
steps of Fig. 1.

However, surprisingly limited attention has been given to
preservingoutput privacyin data mining: the published min-
ing output can be leveraged to infer properties possessed only
by a unique or a small number of individuals, even though the
models/patterns may be built over sanitized data. This can be
explained by the fact that input-privacy preserving techniques
are designed to make the constructed models/patterns as close
as possible to, if not identical to that built over raw data, in order
to guarantee the utility of the result. This no-outcome-change
property is considered as a pillar of privacy preserving data min-
ing [5]. As long as the significant statistical information of the
raw data is preserved, there exists the risk of disclosure ofpri-
vate information. Therefore, the preservation of input privacy
does not necessarily lead to that of output privacy.

Example 1. Consider a nursing-care records database that
records the observed symptoms of the patients in a hospital.By
mining such a database, one can discover valuable information
about syndromes characterizing particular diseases. However,
the released mining output can also be leveraged to uncover
some combinations of symptoms that are so special that only
rare people match them (we will show how to achieve this in
the following sections), which qualifies as severe threats to in-

dividuals’ privacy.
Assume that Alice knows that Bob has certain symptomsa,

b but notc (c), and by analyzing the mining output, she finds
that only one person in the hospital matches the specific com-
bination of{a, b, c}, and only one has all{a, b, c, d}. She can
then conclude that the one is Bob, who also has the symptom
d. Further more, by studying other medical database, she may
learn that the combination of{a, b, d} is linked to a rare disease
with high chance.
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Fig. 1: Illustration of privacy protection in data mining applications.

This output privacy issue is even severer in stream mining:
(i) The mining results need to be published in a continuous and
in-time manner. Not only a single-time release may contain pri-
vacy breaches, but also multiple releases can potentially be ex-
ploited in combination, given the overlap of the corresponding
input data. Taking the sliding window model as an example, in
addition to the leakage in the output of a single window (intra-
window breach), the output of multiple overlapping window
can be combined to infer sensitive information (inter-window
breach), even though each window itself contains no privacy
breach per se. (ii) The techniques developed for protectingpri-
vacy of static data are mostly based on global analysis of the
data. However the characteristics of stream usually evolveover
time, making these approaches not suitable, due to the limited
processing time and memory in stream systems. Therefore, one
needs to consider protecting output privacy in stream mining as
a unique problem.

A straightforward solution to preserving output privacy isto
detect and eliminate all potential breaches, i.e., thedetecting-
then-removingstrategy adopted in inference control of statisti-
cal databases and census data from 1970’s. However, the results
are usually negative in tone [8] for on-line stream mining sys-
tems: First, the detection of breaches usually requires compli-
cated computations over entire dataset and the bookkeepingof
voluminous history output; Second, even at such high cost, the
operations of removing the found breaches, e.g., suppression,
addition [2], usually result in significant decrease of the utility
of the output.

In this work, we study the problem of protecting output pri-
vacy in the context of frequent pattern mining over streams.
Concretely, analogous to sanitizing raw data from leaking sensi-
tive information, we propose the concept of “sanitized pattern”,
and argue that by intelligently modifying the “raw pattern”out-
putted by mining algorithms, one can significantly reduce the
risk of malicious inferences, while maximally preserving the
utility of the raw patterns. This scenario is shown as the last
step in Fig. 1.
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Specifically, we presentButterfly, a light-weighted coun-
termeasure against malicious inferences based on value
perturbation. It possesses the following desirable features: (i)
No need of explicit detection of privacy breaches; (ii) No need
of bookkeeping history output; (iii) Flexible control overthe
balance of multiple utility metrics and privacy guarantee.

Our Contributions (i) We articulate the problem of protect-
ing output privacy in stream mining, and expose the privacy
breaches existing in current stream mining systems; (ii) Wepro-
pose a generic framework of protecting output privacy: On the
first tier, it counters malicious inferences by amplifying the un-
certainty of sensitive information; On the second tier, forthe
given privacy requirement, it maximally preserves output util-
ity; (iii) We provide both theoretical analysis and experimental
evaluation to validate our approach in terms of privacy guaran-
tee, output utility and algorithm efficiency.

2 Related Work
In this section, We outline the related work along three most

relevant areas.

Disclosure Control in Statistical DatabaseExtensive research
has been done in statistical databases to provide statistical
information without compromising sensitive information
regarding individuals [4, 18], by the techniques of query
restriction or data perturbation. Compared with simple statis-
tical information, e.g., min, max, avg, etc, the mining output
(model/pattern) is usually more complex, leading to more
complicated requirement for output utility, which makes ithard
to directly apply these techniques in our scenario.

Input Privacy Preservation The work of [1, 3] paved the
way for the rapidly expanding field of privacy preserving data
mining. While a plethora of techniques have been developed,
including data perturbation [1, 3, 7, 11],k-anonymity [16, 17]
and secure multi-party computation [14, 21], these techniques
focus on protecting input privacy for static datasets, where the
design goal is to provide sufficient privacy guarantee while
minimizing the information loss in the mining output. A recent
work [15] also addresses the problem of preserving input
privacy for streaming data, by on-line analysis of correlation
structure of multivariate streams.

Output Privacy Preservation Compared with the wealth of
techniques developed for preserving input privacy, protecting
mining output privacy has not received the attention it deserves.
The work [13] proposes an empirical testing scheme for evalu-
ating if the constructed classifier violates the privacy constraint.
It is shown in [2] that the association rules can be exploitedto
infer information about individual transactions. The work[22]
proposes a scheme to block the inference of sensitive patterns
satisfying user-specified templates by suppressing certain raw
transactions. A recent work [5] tries to consider input and out-
put privacy in a unified framework, however it is not clear that
it can prevent malicious inference over the mining output. To
the best of our knowledge, none has addressed the problem of
protecting output privacy in stream mining applications.

3 Problem Definition
In this section, we introduce the concept of frequent pattern

mining over data streams, and the output privacy issue arising
in this context.

3.1 Frequent Pattern Mining

Consider a finite set of itemsI = {i1, i2, . . . , iM}. An item-
setI is a subset ofI, i.e., I ⊆ I. A databaseD consists of a
set of records, each corresponding to a non-empty itemset. The
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Fig. 2: Illustration of data stream and sliding window model.

support of an itemsetI w.r.t. D, denoted byTD(I), is the num-
ber of records inD, which containI as a subset. Frequent pat-
tern mining aims at finding all itemsets with support exceeding
a user-defined thresholdC, called the minimum support.

We model a data streamDs as a sequence of records,
{r1, . . . , rN}, whereN is the current size of the stream, and
grows as time goes by. The sliding window model is introduced
to deal with the potential ofN going to infinity. Concretely,
at eachN , one considers only the window of most recentH
records,rN−H+1, . . . , rN , denoted byDs(N, H), whereH is
the size of the window. The problem of frequent stream pattern
mining is to find in eachDs(N, H), all itemsets with support
w.r.t. Ds(N, H) exceeding the minimum supportC.

One can further generalize the concept of itemset by intro-
ducing the negation of an item: Leti denote the negation of the
item i. A record is said to containi if it does not containi. Fol-
lowing, we will use the termpatternto denote a set of items or
negation of items, e.g.,abc. We use the notationI to represent
the negation of an itemsetI, i.e.,I = {i|i ∈ I}.

Analogously, one can define the support of a patternp w.r.t.
a databaseD: We say a record satisfiesp if it contains all the
items and negations of items inp. The support ofp w.r.t. D is
the number of records inD that satisfyp.

Example 2. Consider a data stream with current sizeN = 12,
window sizeH = 8, shown in Fig. 2, wherea ∼ h andr1 ∼ r12

represent the set of items and records respectively. The pattern
abc has support 2 w.r.t.Ds(12, 8), because only recordsr8 and
r11 match it.

3.2 Mining Output Privacy

The output privacy refers to the requirement that the output
(model/pattern) of a mining process does not disclose any sensi-
tive information regarding a unique individual record or a very
small number of records.

Examples of such sensitive information in the context of fre-
quent pattern mining are usually in the form of patterns withlow
support. Recall Example 1 of nursing-care records in Section 1,
clearly the disclosure of such patterns through output inference
can lead to uncovering sensitive information regarding fewin-
dividuals.

Therefore we introduce the concept ofvulnerable pattern.
Intuitively, vulnerable patterns are those with very low support
w.r.t. the given database, i.e., only few individual records match
them. To quantitatively measure this, we introduce a threshold
K (K ≪ C), called the vulnerable support. We have the fol-
lowing classification of patterns based on their support values.

Definition 1. Pattern Classification. Given a databaseD, let
P be the set of patterns appearing inD, then allp ∈ P can be
classified into three disjoint classes:

{

Frequent Pattern: Pf = {p|TD(p) ≥ C}
Hard Vulnerable Pattern: Phv = {p|0 < TD(p) ≤ K}
Soft Vulnerable Pattern: Psv = {p|K < TD(p) < C}

The frequent patterns (Pf ) expose the significant statistics of
the underlying data, and are often the candidate in the mining
process. Actually the frequent itemsets found by the mining
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process are a subset ofPf . The hard vulnerable patterns (Phv)
represent the properties possessed by only a very small number
of individuals, so it is unacceptable that they are disclosed or
inferred from the mining output. The soft vulnerable patterns
(Psv) neither demonstrate statistical significance, nor violate the
privacy of individual records. ThereforePsv is not contained in
mining output, but it is usually tolerable that they are learned
from the output.

The problem of protecting output privacy in stream frequent
pattern mining can therefore be stated as follows:

For each sliding windowDs(N, H), output privacy pro-
tection prevents the disclosure or inference of any hard vul-
nerable patterns w.r.t. Ds(N, H) from the mining output.

Although the output of frequent pattern mining contains only
those patterns with their support exceedingC (C ≫ K), as
we will show in next section, an adversary may still be able to
infer certain patterns with support belowK from the released
frequent itemsets and their associated support.

4. Attack Model
For ease of presentation, we will use the following notations:

for two itemsetsI andJ , IJ denotes their union,J\I the dif-
ference ofJ andI, and|I| the size ofI.

4.1 Attack Techniques

Lattice Structure As a special case of multi-attribute aggre-
gation, computing the support ofI ⊂ J can be considered
as generalization over all the attributes ofJ\I. Therefore
one can apply the standard work of computing multi-attribute
aggregation, a lattice structure. Without ambiguity, we use the
notationX J

I = {X |I ⊆ X ⊆ J} to represent both the set of
itemsets and their corresponding lattice structure. An example
of latticeX abc

c is shown in Fig. 3.

Deriving Pattern Support Consider two itemsetsI ⊂ J , if the
support of the lattice nodes ofX J

I is available, one is able to
derive the support of the patternp of the form,p = I(J \ I),
according to the inclusion-exclusion principle:

TD(I(J \ I)) =
∑

X∈XJ
I

(−1)|X\I|TD(X)

Example 3. As illustrated in Fig. 3, given all the support of
X abc

c w.r.t. Ds(12, 8), the support of patternp = abc can be
derived as 1.

Estimating Itemset Support Since the support of any pattern
is non-negative, according to the inclusion-exclusion principle,
if the support of the itemsetsX J

I \ {J} is available, one is able
to bound the support ofJ as follows:
{

TD(J) ≤ ∑

I⊆X⊂J(−1)|J\X|+1TD(X) |J \ I| odd
TD(J) ≥ ∑

I⊆X⊂J(−1)|J\X|+1TD(X) |J \ I| even

Example 4. In Fig. 3, given the support ofc, ac andbc w.r.t.
Ds(12, 8), one is able to establish the lower/upper bound for
TDs(12,8)(abc) as [2,5].

When the bound is tight, i.e., the lower bound equals to the
upper bound, one can exactly determine the actual support. This
technique is used in [19] to mine non-derivable frequent item-
sets. In our context, an adversary can leverage this technique to
exploit the privacy breaches existing in mining output.

4.2 Intra-Window Inference Attack

In a stream mining system without output privacy protection,
the released frequent itemsets over one specific window may
contain the intra-window breaches, which can be exploited by
an adversary through the technique of deriving pattern support,
as shown in Example 3.
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Ds(12, 8)
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Fig. 3: Illustration of intra-window and inter-window breaches.

Formally, if J is a frequent itemset, then according to the
Apriori rule, all X ⊆ J are frequent, which are supposed to
be reported with their support, so the information is available to
compute the support of patternp = I(J \ I) for all I ⊂ J . This
also implies that the number of possible breaches to be checked
is potentially exponential in terms of the number of items.

Even if the information ofJ is unavailable, i.e., the lattice
of X J

I is incomplete to inferp = I(J \ I), one could possibly
apply the technique of estimating itemset support first to com-
plete some missing “mosaics”, then derive vulnerable pattern
support. In fact, the itemsets under estimation themselvescould
be vulnerable.

4.3 Inter-Window Inference Attack

In stream mining, the output of the previous window can be
leveraged to infer the vulnerable patterns within the current win-
dow, and vice versa, even though no vulnerable patterns can be
inferred from the output of each window per se.

Example 5. Consider the two windowsDs(11, 8) and
Ds(12, 8) shown in Fig. 3. AssumingC = 4, andK = 1, then in
Ds(11, 8), noPhv exists. InDs(12, 8), the itemsetabc is unac-
cessible (shown in dashed box). From the available information
of Ds(12, 8), the best guess aboutabc is [2, 5], as discussed in
Example 4. Clearly, this bound is not tight enough to estimate
that the patternabc is Phv. Thus both windows are currently
immune to intra-window inference attack.

However, if one is able to derive that the support ofabc de-
creases by 1 betweenDs(11, 8) andDs(12, 8), then based on
the information released inDs(11, 8), which isTDs(11,8)(abc)
= 4, the exact value ofabc in Ds(12, 8) can be inferred, and the
Phv abc is uncovered.

The main idea of inter-window inference is to exactly esti-
mate the transition of the support of certain itemsets from the
previous window to the current one. We below discuss how to
achieve accurate estimation of such transition over two consec-
utive windows.

Without loss of generality, consider two overlapping win-
dowsWp = Ds(N − L, H) andWc = Ds(N, H) (L < H),
i.e., Wc is laggingWp by L records. Assume the adversary is
trying to derive the support of patternp = I(J \ I) in Wc. Let
Xp andXc be the subsets ofX J

I that are released or estimated
from the output ofWp andWc respectively. We assume that
Xp ∪Xc = X J

I , i.e.,X J
I \Xc = Xp \Xc, which means the miss-

ing part inXc is released or can be estimated exactly inXp. In
Fig. 3,Xp = {c, ac, bc, abc}, whileXc = {c, ac, bc}.

For an itemsetX , let ∆+
X be the number of records contain-

ing X in the windowDs(N, L), and∆−
X the number of records

containingX in the windowDs(N −H, L). Thus the change of
the support ofX overWp andWc can be modeled as inserting
∆+

X records and deleting∆−
X ones.

Example 6. In our example, withN = 12, H = 8 andL = 1,
we haveDs(N, L) corresponds to the recordr11 andDs(N −
H, L) refers to the recordr4. Clearlyr4 containsac, while r11

does not. SoTDs(12,8)(ac) = TDs(11,8)(ac) + ∆+
ac - ∆−

ac = 5.

One is interested in estimatingTWc
(X∗) for X∗ ∈ Xp \ Xc.

The bound (min, max) ofTWc
(X∗) can be obtained by solving

the following integer programming problem:
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max(min) TWp
(X∗) + ∆+

X∗ − ∆−
X∗

satisfying the constraints:

R1 : 0 ≤ ∆+
X , ∆−

X ≤ L
R2 : ∆+

X − ∆−
X = TWc

(X) − TWp
(X) X ∈ Xp ∩ Xc

R3 : ∆+
X(∆−

X) ≤ ∑

I⊆Y ⊂X(−1)|X\Y |+1∆+
Y (∆−

Y ) |X \ I| odd
R4 : ∆+

X(∆−
X) ≥

∑

I⊆Y ⊂X(−1)|X\Y |+1∆+
Y (∆−

Y ) |X \ I| even

R1 comes from the fact thatWp differs fromWc by L records.
When transiting fromWp to Wc, the records containingX that
are deleted or added could not exceedL. R2 is amount to
saying that the support change (∆+

X − ∆−
X ) for those itemsets

X ∈ Xc ∩ Xp is known. R3 and R4 are the application of es-
timating itemset support for itemsets in the windowsDs(N, L)
andDs(N − H, L).

Intuitively, the inference process runs as follows: Starting
from the change ofX ∈ Xn ∩ Xp (R2), by using rules R1, R3
and R4, one tries to estimate∆+

X (∆−
X ) for X ∈ Xp \ Xn. It

is noted that when the interval betweenWp andWc, L is small
enough, the estimation can be fairly tight.

Example 7. In our running example, one can first observe the
following facts based on R1 and R2:

∆+
ac − ∆−

ac = −1, 0 ≤ ∆+
ac, ∆

−
ac ≤ 1 ⇒ ∆+

ac = 0, ∆−
ac = 1

∆+
bc − ∆−

bc = −1, 0 ≤ ∆+
bc, ∆

−
bc ≤ 1 ⇒ ∆+

bc = 0, ∆−
bc = 1

Takeac as an instance, its change overWp andWc is ∆+
ac - ∆−

ac

= −1, and both∆+
ac and∆−

ac are bounded by 0 and 1, therefore
the only possibility is∆+

ac = 0 and∆−
ac = 1.

By applying R3 and R4, one has the following facts:

∆+
abc ≤ ∆+

ac = 0 ⇒ ∆+
abc = 0

∆−
abc ≥ ∆−

ac + ∆−
bc − ∆−

c = 1 ⇒ ∆−
abc = 1

Take abc as an instance, one knows that∆+
abc should be no

greater than∆+
ac = 0, therefore∆+

abc = 0. Meanwhile∆−
abc has

an equal upper and lower bound as 1. Thus the estimation of
abc overWc, TWc

(abc) = TWp
(abc) + ∆+

abc - ∆−
abc = 4 + 0 - 1

= 3, and thePhv abc is uncovered.

The computation cost of inter-window inferences is domi-
nated by the cost of solving the constrained integer optimiza-
tion problems. There exist several off-the-shelf fast techniques,
which make this inference attack feasible with moderate com-
puting power.

4.4 Design Consideration of Solutions

A naı̈ve approach to blocking intra-/inter-window inferences
is a two-staged scheme: In the first stage, one detects all intra-
window breaches and eliminates them using the techniques de-
veloped for static datasets, e.g., adding fake records, or sup-
pressing vulnerable records [2], etc; In the second stage, by
referring to released output of previous windows, one further
blocks the inter-window inferences. However, such a detecting-
then-removing scheme is haunted by two main problems: (i)
The computation cost is impractical for high-rate streaming
data applications, as it requires not only detecting all potential
breaches, but also keeping track of the history output; (ii)The
technique of modifying raw data twists the output, resulting in
significant decrease in the utility of the mining output.

Alternative to this reactive approach, we propose to use a
proactive approach to deal with these two types of attacks in
a uniform way. Our approach is motivated by two key obser-
vations: (i) In many mining applications, users do not expect
the exact support of frequent itemsets. Rather they care more
about the semantic relationships in terms of their support,e.g.,
the ranking or the ratio of their support values. Thus it is toler-
able to trade some precision of the support of frequent itemsets
for increasing the output privacy guarantee, provided thatsuch

desired output utility is maintained; (ii) Both intra- and inter-
window inferences are based on the inclusion-exclusion princi-
ple, which involves multiple frequent itemsets. If we introduce
some trivial uncertainty into each frequent itemset, the resulting
inferred pattern can have considerable uncertainty, due tothe
accumulative property of uncertainty.

Based on these two observations, we proposeButterfly, a
light-weighted output privacy preservation scheme based on
random perturbation.

5 Output Privacy Protection
Following we first present some background of random per-

turbation, then show its feasibility in preserving output privacy
in stream mining by a sound theoretical proof.

5.1 Mining Output Perturbation

Data perturbation refers to the process of modifying confi-
dential data while preserving its utility for intended applica-
tions [4]. This is arguably the most important technique used
so far for protecting original input data.

In our scheme however, we employ perturbation to inject un-
certainty into the mining output. The perturbation over output
pattern is significantly different from that over input data. In
input perturbation, the data utility is defined on the overall sta-
tistical characteristics of the dataset. The distorted data is fed
as input into the following mining algorithms. There is usually
no utility constraints for individual data value. While in out-
put perturbation, the perturbed results are directly presented to
the end-user, and the data utility is defined over each individual
value.

Specifically, there are two types of utility constraints forthe
perturbed results: (i) Each reported value should have enough
accuracy, i.e., the perturbed value should not deviate fromthe
actual value too far; (ii) The semantic relationships amongthe
results should be preserved to the maximum extent, e.g., the
order or the ratio of the support values of frequent itemsets.
There is non-trivial tradeoff among these utility metrics.To our
best knowledge however, no previous work has considered such
multiple tradeoff in mining output perturbation.

Concretely, we consider the following two perturbation
methods, which have their roots at statistics literatures [9]: (i)
Value distortionperturbs the support by adding a random value
drawn from some distribution, e.g., a uniform distributionover
the interval[l, u]; (ii) Value bucketizationpartitions the range
of support value into a set of disjoint, mutually exclusive inter-
vals. Instead of reporting the support of an frequent itemset, one
returns the interval which the support belongs to.

Both these techniques can be applied to perturbing the min-
ing output. However, value bucketization leads to poor output
utility compared with value distortion, since all support values
in an interval are modified to the same value, and semantic con-
straints, e.g., order or ratio, can not be enforced in this model.
We therefore, focus on the technique of value distortion. More-
over, in order to guarantee the precision of the output frequent
itemset, we are more interested in probabilistic distribution with
bounded interval. Therefore, in the rest of the paper, we in-
stantiate this with a discrete uniform distribution over integers,
though our discussion is general enough to be applicable for
other distributions.

5.2 Basic Butterfly Approach

On releasing the mining output of a stream window, one
perturbs the support of each frequent itemsetX , T (X)1 by
adding a random variablerX drawn from a discrete uniform
distribution over integers within an interval[lX , uX ]. The sani-
tized support valueT ′(X) = T (X) + rX is therefore a random

1In the presentation below, without ambiguity, we will omit the referred
databaseD in the notations.
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variable, which can be specified by its biasβ(X) and variance
σ2(X). Intuitively, the bias indicates the difference of the ex-
pected valueE[T ′(X)] and the actual valueT (X), and the vari-
ance represents the average deviation ofT ′(X) fromE[T ′(X)].

While this operation is simple, the setting ofβ(X) and
σ2(X) is non-trivial, in order to achieve both sufficient privacy
protection and utility guarantee, which is the focus of our fol-
lowing discussion. At this moment, just note that compared
with T (X), rX is non-significant, i.e.,|rX | ≪ T (X).

Given the basic characteristics of the perturbation, we further
define the metrics to measure the precision for output frequent
itemset, and the privacy guarantee for vulnerable patterns.

5.2.1 Precision Measure

Under the perturbation, the precision loss of each frequentitem-
setX can be measured by themean square error(mse) of the
perturbed supportT ′(X): mse(X) = E[(T ′(X) − T (X))2] =
σ2(X) + β2(X).

Intuitively, mse(X) indicates the average deviation of the
perturbed supportT ′(X) w.r.t. the actual valueT (X). A
smallermse implies higher precision of the frequent itemset.
Also it is clear that the precision loss should depend on the ac-
tual support. Amse of 5 for frequent itmesetI with T (I) =
100 may indicate sufficient accuracy, while the samemse for
itemsetJ with T (J) = 5 may render the output of little value.
Therefore, we have the following precision metric:

Definition 2. Precision Degradation (pred): for each frequent
itemsetX , its precision degradationpred(X) is defined as the
relative mean squared error ofT ′(X):

pred(X) =
σ2(X) + β2(X)

T 2(X)

5.2.2 Privacy Measure

Distorting the original support of frequent itemsets is only a part
of the story, it is necessary to ensure that the distortion could
not be filtered out. Therefore one needs to consider the power
of the adversary in estimating the support of vulnerable patterns
through the protection.

Without loss of generality, suppose that the adversary desires
to estimate the support of patternp of the formI(J \ I), and has
full access to the sanitized supportT ′(X) of all X ∈ X J

I . The
privacy protection should be measured by the error of the adver-
sary’s estimation of the support ofp, denoted asT ′′(p). Let us
discuss this estimation from an adversary’s perspective. Along
the discussion, we will show how various prior knowledge the
adversary possesses may impact the estimation.

From the adversary’s view, of eachX ∈ X J
I , its actual sup-

portT (X) = T ′(X) − rX , is a variable with a discrete uniform
distribution over the interval[l′X , u′

X ], wherel′X = T ′(X)−uX ,
u′

X = T ′(X) − lX (since|rX | ≪ T (X), this is a bounded dis-
tribution over positive integers), and has variance ofσ2(X).

Prior Knowledge 1. The support values of different frequent
itemsets are related by a set of inequalities, derived from the
inclusion-exclusion principle.

For the given frequent itemset-interval pairs, the adversary
may attempt to apply these inequalities to tighten the intervals,
therefore obtaining better estimation of the support. A key
question she needs to answer is: for the modified interval(s),
does there exist a databaseD that satisfies the constraints of
these itemset-interval pairs? It is called the itemset frequency
satisfiability problem (FREQSAT), which however as shown
in [6] is equivalent to the probabilistic satisfiability problem
(pSAT), i.e.,NP-complete. This indicates that the inequality re-
lationships among itemsets can hardly be leveraged to improve
the estimation of a single itemset, and one can approximately
consider frequent itemsets as independent in measuring the

adversary’s power.

The actual support ofp, T (p) from the adversary’s view, is also
a random variable. Themse of the estimationT ′′(p) is defined
asmse(p) = E[(T (p) − T ′′(p))2] w.r.t. T (p). One has the
following theorem:

Theorem 5.1.Given the distributionf(x) of a random variable
x, the mean square error of an estimatione of x, mse(e) =
∫ ∞

−∞
(x − e)2f(x)dx reaches its minimum valueV ar[x], when

e = E[x].

In our scenario,mse(p) is minimized whenT ′′(p) =
E[T (p)], this is the best guess the adversary can achieve (note
that the optimality is defined in the term of average estimation
error, not the semantics, e.g.,E[T (p)] could possibly be nega-
tive). In this worst case (best case for the adversary), themse(p)
equals to the variance ofT (p), which implies the lower bound
of the estimation error.

Considering the analysis regarding the prior knowledge 1,
and the fact thatT (p) =

∑

X∈XJ
I
(−1)|X\I|T (X) (a linear com-

bination), the variance ofT (p) can be approximated by the
sum of the variance of all involvedT (X), thereforemse(p) =
∑

X∈XJ
I

σ2(X). Intuitively, a largermse(p) indicates a more

significant error in estimatingT (p) by the adversary, and better
privacy protection.

It is also noted that the privacy guarantee should depend
on the actual valueT (p): if T (p) is close to 0, trivial vari-
ance makes it hard for the adversary to estimate ifT (p) is
zero or not, i.e., if such vulnerable pattern exists. Such “zero-
indistinguishability” decreases asT (p) grows. Therefore, we
define the privacy metric for a vulnerable patternp as the ratio
of the variance ofT (p) from adversary’s view and the square of
the actual supportT (p).

Definition 3. Privacy Guarantee (prig): For each vulnerable
patternp, its privacy guaranteeprig(p) is defined as its relative
estimation error:

prig(p) =

∑

X∈XJ
I

σ2(X)

T 2(p)

Another well-known metric of privacy guarantee is entropy,
which measures the uncertainty of a random variable. Both vari-
ance and entropy are important and independent measures of
privacy protection. However as pointed out in [12], variance is
more appropriate in measuring individual-centric privacyguar-
antee where the adversary is interested in determining the pre-
cise value of an random variable. We therefore argue that vari-
ance is more suitable for our scenario, since we are aiming at
protecting the exact support of vulnerable patterns.

Prior Knowledge 2. The sanitized support of the same frequent
itemsets may be published in consecutive stream windows.

Since our protection is based on independent random pertur-
bation, if the same support value is repeatedly perturbed and
published in multiple windows, the adversary can potentially
improve the estimation by averaging the observed outcomes,ac-
cording to the law of large numbers. To block this type of attack,
once the support of a frequent itemset is perturbed, one keeps
publishing this sanitized value if the actual support remains the
same in consecutive windows.

Prior Knowledge 3. The adversary may have access to other
forms of prior knowledge, e.g., the published statistics ofthe
dataset, the samples of a similar dataset, or the support of the
top-k frequent itemset, etc.
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All these various forms of prior knowledge can be captured
by the notion ofknowledge point: a knowledge point is a spe-
cific frequent itemsetX , for which the adversary has an aver-
age error less thanσ2(X) in estimatingT (X). Our definition
of privacy guarantee (prig) can readily incorporate this notion,
by simply replacing the corresponding varianceσ2(X) with the
smaller estimation error.

5.2.3 Effectiveness

In summary, the effectiveness of our privacy protection method
is evaluated in terms of its resilience against both intra- and
inter-window inferences over stream mining output. We note
three key implications.

First, the uncertainty of involved frequent itemsets are ac-
cumulated in the inferred vulnerable patterns. Moreover, more
complicated inferences (i.e., harder to be detected) face higher
uncertainty.

Second, the actual support of a vulnerable pattern is usually
small (only a unique or less thanK records match vulnerable
patterns), hence adding trivial uncertainty can make it hard to
tell the existence of such pattern in the dataset.

Third, the inter-window inferences follow a two-staged strat-
egy, i.e., first deducing the transition between contingentwin-
dows, then inferring the vulnerable patterns. The uncertainty
associated with both stages may result in even lower qualityes-
timation.

5.3 Tradeoff between Precision and Privacy

In our Butterfly approach, the tradeoff between privacy pro-
tection and output utility can be flexibly adjusted by the vari-
ance and bias setting of each frequent itemset. Specifically, the
variance controls the overall balance between privacy and util-
ity, while the bias gives a finer control over the balance between
precision and other utility metrics, as we will show in the next
section. Here we focus on the setting of variance. Intuitively,
smaller variance leads to higher precision of the output, how-
ever also decreases the uncertainty of the inferred vulnerable
patterns, therefore less privacy guarantee.

To ease the discussion, we assume that all the frequent item-
sets are associated with the same varianceσ2 and biasβ. In the
next section when semantic constraints are taken into consid-
eration, we will remove this simplified treatment, and develop
more sophisticated setting scheme.

Let C denote the minimum support for frequent itemsets.
From the definition of precision measure, it can be derived
that for each frequent itemsetX , its precision degradation
pred(X) ≤ (σ2 + β2)/C2, becauseT (X) ≥ C. Let P1(C) =
(σ2 + β2)/C2, i.e., an upper bound of the precision loss of
the frequent itemsets. Meanwhile for a vulnerable patternp =
I(J \ I), it can be proved that its privacy guaranteeprig(p) ≥
(
∑

X∈XJ
I

σ2)/K2 ≥ (2σ2)/K2, becauseT (p) ≤ K and the
inference attack involves at least two frequent itemsets. Let
P2(C, K) = (2σ2)/K2, i.e., a lower bound of the privacy guar-
antee of the inferred vulnerable patterns.

P1 andP2 provide a convenient representation to control the
tradeoff between precision and privacy protection. Specifically,
setting an upper boundǫ overP1 guarantees sufficient accuracy
of the reported frequent itemsets; While setting a lower bound
δ over P2 provides enough privacy protection for the inferred
vulnerable patterns. Therefore one can specify the requirement
of the output precision and privacy guarantee as a pair of pa-
rameters(ǫ, δ), whereǫ, δ > 0. That is the setting ofβ andσ
should satisfyP1(C) ≤ ǫ andP2(C, K) ≥ δ, as

σ2 + β2 ≤ ǫC2 (1)
σ2 ≥ δK2/2 (2)

To make these two inequalities compatible, it should be sat-
isfied thatǫ/δ ≥ K2/(2C2). The termǫ/δ is calledprecision-

privacy ratio (ppr), which tends to indicate the precision loss
for user-specified privacy requirement. When the precisionis a
major concern, one can setppr as its minimum valueK2/(2C2)
for given K andC, resulting in the highest precision for the
given privacy requirement. The minimumppr also implies that
β = 0 and the two parametersǫ andδ are coupled. We refer
to the perturbation scheme with the minimumppr as our ba-
sic Butterfly approach. In the following section, we will relax
this condition, and take into consideration other utility metrics
in addition to precision.

6 Optimized Output Utility
The basic Butterfly approach treats all the frequent itemsets

uniformly (the same biasβ = 0) without taking consideration of
their semantic relationships. Though easy to implement andef-
fective against inferences, this simple scheme may easily violate
these semantic constraints directly related to the specificappli-
cations of the mining output. In this section, we refine the basic
scheme by taking semantic constraints into our map, and de-
velop constraint-aware Butterfly approach. Given the precision
and privacy requirement(ǫ, δ), our optimized version preserves
the semantics to the maximum extent.

We specifically consider two types of utility-related semantic
constraints,absolute orderandrelative frequency. By absolute
order, we refer to the ranking of frequent itemsets according
to their support. In many applications, users pay considerable
attention to the absolute order, e.g., querying the top-tenpopular
purchase patterns. By relative frequency, we mean the ratioof
the support of two frequent itemsets. In certain applications,
users care much about the relative frequency, e.g., computing
the confidence in mining association rules.

To help model the order and ratio of the support of itemsets,
we first introduce the concept offrequency equivalence class
(FEC):

Definition 4. Frequency Equivalence Class (FEC): A FEC
is a set of frequent itemsets, having equivalent support value.
Given aFEC fec, we define the support offec, T (fec) as the
support value of any of its members.

A set of frequent itemsets can be partitioned into a set of
disjoint and strictly ordered FECs, based on their support.We
say that two FECs,feci andfecj, follow a partial order offeci

≺ fecj if T (feci) < T (fecj). Without loss of generality, we
assume below that the given set of FECs are sorted according to
their support, i.e.,T (feci) < T (fecj) for i < j.

In complying with the constraints of order or ratio, the equiv-
alence of itemsets in a FEC should be maximally preserved
in the perturbed output. Therefore in the optimized Butterfly
schemes, the perturbation is performed over each of the FECs,
instead of each specific itemset.

Clearly, this revision does not affect the privacy guarantee,
considering the fact that the inference of a vulnerable pattern
involves at least two frequent itemsets with different support,
i.e., at least two FECs.

6.1 Order Preservation

When the absolute order of itemset frequency is an impor-
tant concern, the perturbation over all FECs can not be uniform,
since that would easily render the inversion of the orders oftwo
FECs, especially when their support values are close. To model
the probability of inversion, we first introduce the conceptof
uncertainty regionof a FEC.

Definition 5. Uncertainty Region: The uncertainty region of a
FECfec is defined as the set of values that its perturbed support
T ′(fec) can take:{x|Pr[T ′(fec) = x] > 0}.

For instance, when adding a random variable drawn from the
integers from the interval[l, u] to fec, the uncertainty region is
all the integers in the interval[T (fec) + l, T (fec) + u].
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Fig. 4: Illustration of adjusting bias to minimize inversion probability.

6.1.1 Minimizing Inversion Probability

Below we formally define the problem of preserving absolute
order. To simplify the notations, we use the following short
version:ti = T (feci), t′i = T ′(feci), and letβi denote the bias
setting forfeci.

Without loss of generality, consider two FECsfeci, fecj

with ti < tj . The order offeci andfecj can be possibly in-
verted if their uncertainty regions overlap, that isPr[t′i ≥ t′j ] >

0, and largerPr[t′i ≥ t′j ] indicates higher probability that this
inversion occurs.

One can minimize this inversion probabilityPr[t′i ≥ t′j ] by
adjustingβi andβj. However, this adjustment is bounded by the
requirement of precision and privacy specified in Inequalities 1
and 2 introduced in Section 5.3. We therefore introduce the
concept ofmaximum adjustable bias:

Definition 6. Maximum Adjustable Bias: For each FEC
feci, its bias is allowed to be adjusted within the range of
[−βmi, βmi], βmi is called the maximum adjustable bias, given
ǫ andδ, which is defined asβmi = ⌊

√

ǫt2i − δK2/2⌋, derived
from Inequalities 1 and 2.

The problem of preserving absolute order can therefore be
formalized as: Given a set of FECsFEC = {fec1, . . . , fecn}
one finds the optimal bias setting for each FECfeci within its
maximum adjustable bias[−βmi, βmi], to minimize the sum of
pairwise inversion probability: min

∑

i<j Pr[t′i ≥ t′j ]. This
scheme is shown in Fig. 4, where after adjusting the bias setting
of the three FECs, the inversion probability is minimized (zero
in this case).

We now show how to computePr[t′i ≥ t′j ] in our setting.
For a discrete uniform distribution over the interval[l, u], α =
u − l is called the length of the region. The variance of this
distribution isσ2 = ((α+1)2−1)/12. According to Inequality 2
in Section 5, one hasα = ⌈

√
1 + 6δK2⌉ − 1.

Let dij be the distance between the estimatorsei = ti + βi

andej = tj + βj of feci andfecj: dij = ej - ei. The intersec-
tion of the uncertainty regions offeci andfecj is a piece-wise
function, having four possible relationships: (i)ei < ej , feci

andfecj do not overlap; (ii)ei ≤ ej , feci andfecj intersect;
(iii) ei > ej, feci andfecj intersect; (iv)ei > ej, feci and
fecj do not overlap. Correspondingly, the inversion probability
Pr[t′i ≥ t′j ] is computed as follows:

Pr[t′i ≥ t′j ] =



















0 dij ≥ α + 1
(α+1−dij)

2

2(α+1)2 0 < dij < α + 1

1 − (α+1+dij)
2

2(α+1)2 −α − 1 < dij ≤ 0

1 dij ≤ −α − 1

Clearly Pr[t′i ≥ t′j ] is a four-piece integer function, making
this optimization problem fairly complicated. However, wecan
prove that it is sufficient to consider the casedij ≥ 0 only for
any pair offeci andfecj when computing the inversion proba-
bility, based on the following lemma (due to the space limit,all
the proofs of the lemmas are referred to our technical report):

Lemma 1. In the solution of min
∑

i<j Pr[t′i ≥ t′j ], any pair of
FECsfeci andfecj with i < j must haveei ≤ ej , i.e.,dij ≥ 0.

Therefore, the optimization problem can be simplified as:
∑

i<j(α + 1 − dij)
2. Note that the discussion so far has not

considered the characteristics of each FEC, such as the num-
ber of its members. The inversion of two FECs containing five
frequent itemsets each, is much more serious than that of two
FECs with only one member respectively. Quantitatively, let si

be the number of members infeci, the inversion offeci and
fecj means the ordering ofsi + sj itemsets is disturbed.

Therefore, our aim is to solve the following weighted opti-
mization problem:

min
∑

i<j

(si + sj)(α + 1 − dij)
2

s.t. dij =

{

α + 1 ej − ei ≥ α + 1
ej − ei ej − ei < α + 1

∀i < j, ei ≤ ej ∀i, ei ∈ Z
+, |ei − ti| ≤ βmi

This is a quadratic integer programming (QIP) problem, with
piecewise cost function. In general, quadratic programming is
NP-hard, even without integer constraints [20]. Instead of ap-
plying off-the-shelf quadratic optimization tools, we aremore
interested in on-line algorithms that can flexibly trade accuracy
for efficiency. Following we present such a solution based on
dynamic programming.

6.1.2 A Near Optimal Solution

Although this optimization problem in the general setting is
NP-hard, by relaxing the constraint that∀i < j, ei ≤ ej to
ei < ej , one can construct the following optimal substructure
property, leading to an efficient dynamic programming solution.

Optimal Substructure Our solution is motivated by the key
observations that (i) the estimators of all the FECs are in a strict
ascending order, i.e.,∀i < j, ei < ej ; (ii) all the FECs have
uncertain regions of the same lengthα. Therefore each FEC
can intersect with at mostα previous ones. This property leads
to the following lemma.

Lemma 2. Assume that the bias of the lastα FECs
{fecn−α+1:fecn}2 are fixed as{β∗

n−α+1:β
∗
n} respectively, and

{β+
1 :β+

n−α} are optimal w.r.t. {fec1:fecn}, then for given
{β+

n−α,β∗
n−α+1:β

∗
n−1}, {β+

1 :β+
n−α−1} must be optimal w.r.t.

{fec1:fecn−1}.

Based on this optimal sub-structure, we propose a dynamic
programming solution, which adds FECs sequentially accord-
ing to their order. LetCn−1(βn−α:βn−1) represent the achiev-
able minimum cost by adjusting{fec1:fecn−α−1} with the last
α FECs fixed as{βn−α:βn}, and letcij denote(si+sj)(α+1−
dij)

2. When addingfecn, the minimum costCn(βn−α+1 : βn)
is computed using the rule:

Cn(βn−α+1 : βn) = min
βn−α

Cn−1(βn−α : βn−1) +

n−1
∑

i=n−α

cin

The optimal setting is the one with the global minimum value
among all the combinations of{βn−α+1 : βn}.

To lower the complexity, on adding each FEC, one only con-
sider its intersection with its previousγ FECs, instead ofα ones
(γ < α). This approximation is close to the exact solution when
the distribution of FECs is not extremely dense, which is usually
the case, and verified by our experiments. Formally, a(γ/α)-
approximate solution is defined as:

Cn(βn−γ+1 : βn) = min
βn−γ

Cn−1(βn−γ : βn−1) +
n−1
∑

i=n−γ

cin

Computation Complexity Let βmax be the maximum value
of maximum adjustable bias of all FECs:βmax = maxi βmi,

2Following without ambiguity we use{xi : xj} as a short version of
{xi, xi+1, . . . , xj−1, xj}.
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then the time and space complexity of this scheme are both
bounded byO(βγ

maxn), i.e., O(n) in term of total number of
FECs. In practice, the time/space complexity is usually much
lower than this bound, given the facts that under the constraint
∀i < j, ei < ej , a number of combinations are invalid, and
βmax is an over-estimation of the average maximum adjustable
bias.

The whole order-preserving bias setting scheme runs as fol-
lows: one first initializes the cost function for the firstγ FECs;
Then by running the dynamic programming procedure, one
computes the cost function for each newly added FEC. The op-
timal configuration is the one with the global minimum value
Cn(βn−γ+1 : βn).

6.2 Ratio Preservation

In a number of applications, it is desirable to maximally
preserve the relative frequency (ratio) information during the
output perturbation process, given the privacy and precision re-
quirement. Similar to the order preservation optimization, one
can achieve this by carefully adjust the bias setting of FECs.
First, we give a formal definition of the ratio preservation prob-
lem.

6.2.1 Maximizing (k, 1/k) Probability of Ratio

Without loss of generality, consider two FECsfeci andfecj .
To preserve the relative frequency offeci andfecj, one is in-
terested in making the ratio of the perturbed supportt′i/t′j ap-
pear in the approximation area of the actual valueti/tj with
high probability, e.g., the interval[k ti

tj
, 1

k
ti

tj
], wherek ∈ (0, 1),

indicating the tightness of this interval.

Definition 7. (k, 1/k) Probability: The(k, 1/k) probability of

the ratio of two random variablest′i and t′j , Pr(k,1/k)

[

t′i
t′
j

]

is

defined asPr(k,1/k)

[

t′i
t′
j

]

= Pr
[

k ti

tj
≤ t′i

t′
j
≤ 1

k
ti

tj

]

, wherek ∈
(0, 1), is an indicator of the tightness of the approximation area,
the largerk, the tighter the interval.

This (k, 1/k) probability can quantitatively measure the im-
pact of the perturbation over the ratio. Therefore the problem of
ratio preservation is formalized as follows:

max
∑

i<j

Pr(k,1/k)

[

t′i
t′j

]

s.t. ∀i, ei ∈ Z
+, |ei − ti| ≤ βmi

In the case of discrete uniform distribution, the(k, 1/k) proba-
bility of the ratio of two random variables is a non-linear piece-
wise function, resulting in a non-linear integer optimization
problem. In general sense, non-linear optimization problem is
NP-hard, even without integer constraints. Instead of applying
expensive non-linear optimization tools, we are more interested
in efficient solutions that can find the near-optimal configura-
tion with complexity linear in the term of the number of FECs.
We below present such a bias setting scheme that performs well
in practice.

6.2.2 A Near Optimal Solution

In order to maximize the(k, 1/k) probability Pr(k,1/k)

[

t′i
t′
j

]

,

one can alternatively minimize the probabilityPr
[

t′i
t′
j

≥ 1
k

ti

tj

]

+ Pr
[

t′j
t′
i

≥ 1
k

tj

ti

]

. From Markov’s Inequality, one knows that

the probabilityPr
[

t′i
t′
j

≥ 1
k

ti

tj

]

is bounded as

Pr

[

t′i
t′j

≥ 1

k

ti
tj

]

≤
E

[

t′i
t′
j

]

1
k

ti

tj

= k
tj
ti

E

[

t′i
t′j

]
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Fig. 5: Average privacy guarantee (avg prig) and precision degradation
(avg pred).

The maximization of the(k, 1/k) probability is therefore trans-
formed into the following expression (k is omitted since it does

not affect the optimization result):min
tj

ti
E

[

t′i
t′
j

]

+ ti

tj
E

[

t′j
t′
i

]

.

The intuition here is that neither the expectationtj

ti
E

[

t′i
t′
j

]

nor

ti

tj
E

[

t′j
t′
i

]

should deviate far from 1.

According to its definition,E
[

t′i
t′
j

]

is computed as

E

[

t′i
t′j

]

=
ei

α + 1
(Hej+ α

2
− Hej−

α
2
) ≈ α

α + 1

ei

ej

where Hn is the nth harmonic number, and the facts that
Hn = lnn + Θ(1), and that∀x, y ∈ R

+, (1 + x/y)y+x/2 ≈ ex

are applied.

Bottom-up Bias Setting The minimization of the(k, 1/k)
probability oft′i/t′j is now simplified as

min
tj
ti

ei

ej
+

ti
tj

ej

ei

Assume thatei is fixed, by differentiating the expression w.r.t.
ej, and setting the derivative as zero, one gets the solution ofej

asej/ei = tj/ti, i.e.,βj/βi = tj/ti.
Following this solution is our bottom-up bias setting scheme:

for each FECfeci, its biasβi should be set in proportion to
its supportti. Note that the largerti + βi compared withα,
the more accurate the approximation applied here, thereforeβi

should be set as its maximum possible value. The whole scheme
runs as follows: one first sets the bias of the minimum FECfec1

as its maximumβm1, and for each remaining FECfeci, its bias
βi is set in proportion to ti

ti−1
. In this schema, for any pair of

feci andfecj, their bias satisfy thatβi/βj = ti/tj. Further, we
have the following lemma to show that for each FECfeci, βi

falls within the interval[−βmi, βmi].

Lemma 3. For two FECsfeci and fecj with ti < tj , if the
setting ofβi is feasible forfeci, namely within the interval
[−βmi, βmi], then the settingβj = βi

tj

ti
is feasible forfecj.

6.3 A Hybrid Scheme

While order preserving (OP) and ratio preserving (RP) bias
settings achieve the maximum utility at their ends, in some ap-
plications where both semantic relationships are important, it is
desired to balance the two factors in order to achieve the overall
optimal quality.

We therefore develop a hybrid scheme that takes advantage
of the two approaches, and can flexibly trade between order and
ratio preservation.
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Specifically, for each FECfec, let βop andβfp denote its
bias setting obtained by the order preserving and frequencypre-
serving approaches respectively. We incorporate them using a
linear combination:β = λβop + (1 − λ)βfp.

The parameterλ ∈ [0, 1], controls the balance between the
two quality metrics. Intuitively, largerλ tends to assign more
importance over absolute order, but less over relative frequency,
and vise versa.

7 Experimental Analysis
In this section, we investigate the effectiveness and efficiency

of the proposed Butterfly approaches. Specifically, the experi-
ments are designed to measure the following three properties:
(i) privacy guarantee: the effectiveness against both intra-/inter-
window inferences; (ii) result utility: the degradation ofthe out-
put precision, the order and ratio preservation, and the tradeoff
among these utility metrics; (iii) efficiency: The time taken to
perform our approaches. We start by describing the datasetsand
the setup of the experiments.

7.1 Experimental Setting

We tested our approaches over two real-life datasets. The
first one is BMS-WebView-1, which contains a few months of
clickstream data from an e-commerce web site, and the second
one is BMS-POS, which contains several years of point-of-sale
from a large number of electronic retailers. Both datasets have
been used in stream frequent pattern mining [10].

We built our Butterfly prototype on top ofMoment[10], a
stream frequent pattern mining framework, which finds closed
frequent itemsets over a sliding window model. By default, the
minimum supportC and vulnerable supportK are set as 25 and
5 respectively, and the window size is set as 2K. Note the setting
here is designed to test the effectiveness of our approach with
high ratio of vulnerable/minimum threshold(K/C). All the
experiments are performed over a workstation with Intel Xeon
3.20GHz and 4GB main memory, running Red Hat Linux 9.0
operating system. The algorithm is implemented in C++ and
compiled using g++ 3.4.

7.2 Experimental Results

To provide an in-depth understanding of our privacy preser-
vation schemes, we evaluated four different versions of our
approach: the basic version, the optimized version withλ =
0, 0.4 and 1 respectively, over both real datasets. Note thatλ
= 0 corresponds to the ratio preserving scheme, whileλ = 1
corresponds to the order preserving one.

Privacy and PrecisionTo evaluate the effectiveness of output
privacy protection of our approach, one needs to find all poten-
tial privacy breaches in the mining output. This is done by run-
ning an analysis program over the results returned by the mining
algorithm, and finding all possible vulnerable patterns that can
be inferred through either intra-window or inter-window infer-
ences.

Concretely, given a stream window, letPhv denote all the
hard vulnerable patterns that are inferable from the miningout-
put. After the perturbation, we evaluate the square relative de-
viation of the inferred value and the estimator for eachp ∈ Phv

for 100 continuous windows. we use the following average pri-
vacy (avg prig) metric to measure the effectiveness of the pri-
vacy preservation:

avg prig =
∑

p∈Phv

(T ′(p) − E[T ′(p)])2

T 2(p)|Phv|
The decrease in precision of the output is measured by the

average precision degradation (avg pred) of all frequent item-
setsI:

avg pred =
∑

I∈I

(T ′(I) − T (I))2

T 2(I)|I|
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Fig. 6: Average order preservation (avg ropp) and ratio preservation
(avg rrpp).

In this set of experiments, we fix the precision-privacy ratio
ǫ/δ = 0.04, and measureavg prig and avg pred for different
setting ofǫ (δ).

Specifically, the two plots in the top tier of Fig. 5 show that
as the value ofδ increases, all four versions of the Butterfly
approaches provide similar amount of average privacy protec-
tion for both datasets, all above the minimum privacy guarantee
δ. The two plots in the lower tier show that asσ increases
from 0 to 0.04, the output precision decreases, however all four
versions of the Butterfly approaches have average precision
degradation below the the system-supplied maximum threshold
ǫ. Among them, the basic Butterfly offers the lowest precision
loss, which can be explained by the fact that the basic version
trades the minimum precision loss for the privacy guarantee,
without considering semantic constraints.

Order and Ratio For given privacy and precision requirement
(ǫ, δ), we measure the effectiveness of our approaches in pre-
serving order and ratio of frequent itemsets.

The quality of order preservation is evaluated by the ratio of
the number of order preserved pairs over the number of possible
pairs, referred to as the rate of order preserved pairs (ropp):

ropp =

∑

I,J∈I∩T (I)≤T (J) 1T ′(I)≤T ′(J)

C2
|I|

where1 is the indicator function, returning 1 if the condition is
met, and 0 otherwise.

Analogously, the quality of ratio preservation is evaluated by
the fraction of the number of(k, 1/k) probability preserved pair
over the number of possible pairs, referred to as the rate of ratio
preserved pairs (rrpp) (k is set 0.95 in all the experiments):

rrpp =

∑

I,J∈I∩T (I)≤T (J) 1k T (I)
T(J)

≤ T ′(I)

T ′(J)
≤ 1

k

T(I)
T (J)

C2
|I|

In this set of experiments, we vary the precision-privacy ratio
ǫ/δ for fixed δ = 0.4, and measure theropp and rrpp for four
versions of the Butterfly approaches (the parameterγ = 2 in all
the experiments, a detailed discussion ofγ will be followed), as
shown in Fig. 6.

As predicted by our theoretical analysis, the order-preserving
(λ = 1) and ratio-preserving (λ = 0) bias settings are quite ef-
fective, both outperform all other approaches at their ends. The
ropp andrrpp increase as the ratio ofǫ/δ grows, due to the fact
that largerǫ/δ offers more adjustable bias therefore leading to
better quality.

It is also noticed that order-preserving scheme has the
worst performance in the term ofavg rrpp, even worse than
the basic approach. This can be explained by that in order to
distinguish overlapping FECs, the order-preserving scheme
may significantly disturb the ratio of pairs of FECs. In all these
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Fig. 7: Average rate of order-preserved pairs versus the setting of γ.
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Fig. 8: Tradeoff between order-preservation and ratio-preservation.

cases, the hybrid schemeλ = 0.4 achieves the second best in
terms ofavg rrpp and avg ropp, and an overall best quality
when order and ratio preservation are equally important.

Tuning of Parametersγ and λ Here we give a detailed dis-
cussion over the setting of the parametersγ andλ.

Specifically,γ controls the depth of the dynamic program-
ming in the order-preserving bias setting. Intuitively, largerγ
leads to better order preservation, but also higher time/space
complexity. We desire to characterize the increase of order-
preservation quality in term ofγ to find the setting that balances
the computation complexity and the quality.

For both datasets, we measure theropp versus the setting of
γ, with result shown in Fig. 7. It is noted that the quality of
order-preservation increases sharply at certain pointsγ = 2 or 3,
and the trend becomes much flatter after that. This is explained
by the fact that in most real datasets, the distribution of FECs
is not extremely dense, hence under proper setting of(ǫ, δ), a
FEC can intersect with only 2 or 3 neighboring FECs on aver-
age. Therefore, a setting of smallγ is usually sufficient for most
datasets.

The setting ofλ balances the order and ratio-preservation.
For each dataset, we evaluateropp andrrpp with different set-
ting of λ (0.2, 0.4, 0.6, 0.8 and 1) and precision-privacy ratio
ǫ/δ (0.3, 0.6 and 0.9), as shown in Fig. 8.

These plots give good estimate of the gain of order preserva-
tion, given the ratio preservation one is willing to sacrifice. A
largerǫ/δ gives more room for this adjustment. In most cases,
the setting ofλ = 0.4 offers a good balance between the two
metrics. The trade-off plots could be made more accurate by
choosing more settings ofλ andǫ/δ to explore more points in
the space.

Efficiency In evaluating the efficiency, we measure the com-
putation overhead of our Butterfly approaches over the original
mining algorithm, given different setting of minimum support
C. We divide the execution time into three parts: the mining
algorithm (Mining alg), the optimization part seeking the opti-
mal setting (Opt) and the basic perturbation part (Basic). The
window size is set 5K for both datasets.

The result plotted in Fig. 9 shows clearly that the overhead
of our approaches, especially the basic perturbation operation is
non-significant, therefore, it can be readily implemented in cur-
rent stream mining systems. While the current version of our
methods are window-based, in the future work we aim at devel-

oping incremental version, and expect even lower overhead.
Note that in most cases, the running time of both mining

algorithm and optimization part grow significantly asC de-
creases, however the growth of the overhead of Butterfly is
much less evident than that of the mining algorithm. This is
explained by that as the minimum support decreases, the num-
ber of frequent itemsets increases super-linearly, but thenumber
of FECs has much lower growth rate, which dominates the per-
formance of the Butterfly approaches.
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Fig. 9: Overhead of Butterfly approaches in mining systems.

8 Conclusions
In this work, we investigated the problem of protecting out-

put privacy in data stream mining. We presented the inference
and disclosure scenarios where the adversary performs attack
over the mining output. Motivated by the basis of the attack
model, we proposed Butterfly, a two-tier countermeasure: Inthe
first tier, it counters the malicious inferences by amplifying the
uncertainty of vulnerable patterns, at the cost of trivial decrease
in the output precision; In the second tier, for given privacy and
precision requirement, it maximally preserves th utility-related
semantics of output, therefore achieving the optimal balance be-
tween privacy guarantee and output quality. The effectiveness
and efficiency of our approaches are validated by extensive ex-
periments over real-life datasets.
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